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1. Challenges in the design of todayôs 

E/E architectures at BMW
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Cultural shift from function/signal-oriented sub-architectures & 

solutions to a unified and trusted vehicle-wide layered Service-

Oriented Architecture
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Consequence #1 : two key benefits
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Clear separation of concernsthrough layered SOA

Well defined responsibilities between
infrastructure providersand consumers

See ά{ŜǊǾƛŎŜ-ƻǊƛŜƴǘŜŘ ŀǊŎƘƛǘŜŎǘǳǊŜǎ ŀǎ ŀ ƳƛƴŘǎŜǘΥ {ƘŀǇƛƴƎ ǘƘŜ ƴŜȄǘ 99 ŀǊŎƘƛǘŜŎǘǳǊŜ ƛƴ ŀ ŘƛƎƛǘŀƭ ŀƎŜέ ōȅ Julian BROY (BMW Group) @ 
Automotive Networks(Hanser, 11/2019) for an in-depth discussion on SOA benefits, implementation & standardization issues. 
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Bounded latencies / deadlines

Bandwidth requirements and degradation options

Consequence #2 : More system knowledge must be encoded in 

the system itself, such as 
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Vehicle-wide runtime configuration (modes, start-up, shut-down), 
safety-required redundancy, authentication & authorization
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See ά{ŜƭŦ-aware Cyber-tƘȅǎƛŎŀƭ {ȅǎǘŜƳǎέ ōȅ K. Bellman et al, ACM TECS, 2020/06. 

Need for self-aware automotive cyber-physical systems άŀōƭŜΣ ōŀǎŜŘ ƻƴ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ 
their state and environment, to make self-explanatory decisions autonomously at runtime ς

despite limited resources, complex unforeseeable environmental dynamics, high expectations 
ƻƴ ǘƘŜƛǊ ǊŜƭƛŀōƛƭƛǘȅΣ ŀƴŘ ǎǳōǎǘŀƴǘƛŀƭ ƭŜǾŜƭǎ ƻŦ Ǌƛǎƪ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƳŀƭŦǳƴŎǘƛƻƴƛƴƎΦέ



Consequence #3 : Dynamic re-allocatability of 

resources means ñgeneral purposeò and ñhighly 

integratedò hardwarethat can serve multiple 

roles, possibly as a software-defined, virtualized 

infrastructure
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.a²Ωǎ {ŎŀƭŀōƭŜ !ǳǘƻƴƻƳƻǳǎ ±ŜƘƛŎƭŜ !ǊŎƘƛǘŜŎǘǳǊŜ ǳǎŜǎ ŦƻǊ [ŜǾŜƭ о ϧ пΥ

τLƴŦƛƴŜƻƴΩǎ Aurixо/ ŀƴŘ wŜƴŜǎŀǎΩ ф/ w-CAR SoCs 

τ Intel Denverton8Cand Intel Xeon 24C (level 4 only)

See ά¦ƴǾŜƛƭŜŘΥ .a²Ωǎ {ŎŀƭŀōƭŜ !± !ǊŎƘƛǘŜŎǘǳǊŜέ ōȅ Junko Yoshida, EE|Times, 2020/04. 

Highway Pilot, L3
primary channel



Scalability and re-usability of SW and HW through modularity
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See ά{ȅǎǘŜƳ ŀƴŘ {ƻŦǘǿŀǊŜ !ǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ !ǳǘƻƳŀǘŜŘ 5ǊƛǾƛƴƎ {ȅǎǘŜƳǎέ 
by Simon Fürst(BMW Group), 2020/04. 
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Modular privacy and trust: 
capabilities, roles, and rights 
must be centrally manageable, 
across individual vehicle boundaries

Modular safety case(s) needed: 
fault containment regions must 
be guaranteed by construction
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L2 becomes a fallback 
for the L3 

L1 L2

L3 L4/5



High efforts & costs for integration & testing!
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{ƘƛŦǘ ŦǊƻƳ άǿƘƻƭŜ ǎȅǎǘŜƳ ǘŜǎǘǎέ ǘƻ  Ŏƻƴǘƛƴǳƻǳǎ 
deployment & testing - Strong focus on automation needed

Early-stage validation & verification on virtual platforms is key

Test coverage must be measured in variability and 
validated execution paths, not in km driven

Time

ExecutionPath

Large variety in methods and tools used in design
a way to intelligently combine their benefits is needed, not 

replacing them by something more complex
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